	Pohutukawa
Positive digital citizens


	Target school year and/or New Zealand Curriculum levels 
Years 9 and 10 - The New Zealand Curriculum Level 4


	Focus Questions
What does it mean to relate to others in a positive meaningful way - online and face-to-face?
What does empathy look like when using ICT?
What challenges could you face when using ICT and how do you manage these challenges effectively?



	Safety Education Theme 
 Successful Relationships


	Positive digital citizens


	Digital Citizenship Definition
NetSafe, in consultation with New Zealand teachers, has produced this definition of a New Zealand digital citizen.

A digital citizen:
· is a confident and capable user of ICT 

· uses technologies to participate in educational, cultural, and economic activities 

· uses and develops critical thinking skills when online 

· is literate in the language, symbols, and texts of digital technologies 

· is aware of ICT challenges and can manage them effectively 

· uses ICT to relate to others in positive, meaningful ways 

· demonstrates honesty and empathy in their use of ICT 

· respects the concepts of privacy and freedom of speech in a digital world 

· contributes and actively promotes the values of digital citizenship.
	
	Cultural Perspective 

Āta – The principle of growing respectful relationships 

The principle of āta focuses on our relationships and our responsibilities. 
Āta gently reminds people of how to behave when engaging in relationships with people, kaupapa and environments.

Āta connects with the following cultural notions and with their behavioural strategies and disciplines: 

Phrase

Translation

Intent

Kia tika tonu

To act responsibly  

To respect the integrity of others  

Kia pai

To be careful  

To be considerate and deliberate 

Kia tūpato

To carefully consider the consequences

To ensure integrity within all actions

Āta incorporates the notion of planning and strategising. (Pohatu 2005)


	Links to The New Zealand Curriculum

	Vision and Principles

Through this intervention, young people will be actively involved in influencing themselves, others and their school community to be free from harm caused by crime so they can live and learn as competent, connected and caring citizens of New Zealand. 

This intervention will emphasise the principles of community engagement, coherence and future focus.
	Predominant Key Competencies and Values 
This intervention will emphasise the values of community and participation, integrity, equity, diversity, and innovation, inquiry and curiosity.

This intervention will emphasise the key competencies of participating and contributing, managing self, relating to others, and thinking.
	Learning Area(s) and Achievement Objectives

Social Studies

Understand how people participate individually and collectively in response to community challenges. 

Health and Physical Education

· Healthy communities and environments - societal attitudes and values.
· Relationships with others - interpersonal skills. 

· Personal health and physical development - safety management. 




	New Zealand Police - Whole school approach in action


	Curriculum Teaching and Learning
	Ourself

Students taking action to look after themselves in unsafe situations.
	Our family/friends

Students taking action to create a safe situation when with people they know.
	Our community

Students taking actions that lead to a safer community or place.


	School Ethos and Environment
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	Community Connections

	Policies

Develop and regularly review policies, procedures, and resourcing to focus on student safety.
	
	Consultation

All community member’s opinions are valued and encouraged.

	Skilled and model staff

Teaching staff can confidently facilitate relevant and authentic safety education.
	
	Collaboration

All people and organisations work together to achieve safety for children and young people.

	Safety focussed environment

Students are actively involved in making their school safer.
	
	Model parents and whānau

Parents and whānau positively influence their children to behave safely.


Pohutukawa 
Positive Digital Citizens
	Community Connections


	Consultation 
	Collaboration 
	Model parents and whānau 



	
	All community members opinions about harmful online behaviour are valued and encouraged.
	All people and organisations work together to achieve safety for children and young people as digital citizens.

	Parents and whānau positively influence their children to behave safely within online communities.

	School Ethos and Environment


	Policies, procedures, and resources
	Skilled and model staff
	Safety focused environment 

	
	School management and governance develop and regularly review policies, procedures, and resources to focus on student safety as digital citizens.
	Teaching staff can confidently facilitate relevant and authentic safety education and respond appropriately if students report harmful online behaviour.
	Students are actively involved in making their school safer from harmful online behaviour.

	Curriculum Teaching and Learning


	Students taking action to look after themselves
	Students taking action for a safe situation for others
	Students taking actions for a safer community 


	
	Students are able to maintain their privacy, relationships and reputation online.
	Students are able to support friends and family to maintain their privacy, relationships and reputation online.
	Students are able to influence others about the importance of maintaining privacy, relationships and reputation online.



	Community Connections
	Consultation


	Collaboration


	Model parents and whānau



	
	All community members opinions about harmful online behaviour are valued and encouraged. 
	All people and organisations work together to achieve safety for children and young people as digital citizens.
	Parents and whānau positively influence their children to behave safely within online communities.

	Suggested target audience
	Everyone
	Local organisations and parents/whānau
	Parents and whānau 

	Success criteria
	We’re looking for: 

· awareness of the impact of harmful online behaviour for children and young people 

· contribution to school procedures to respond to and prevent harmful online behaviour

· strategies to support students to be safe and successful digital citizens.
	We’re looking for: 

· an understanding of the laws relating to cyberbullying

· a contribution that people and organisations can make to prevent harmful online behaviour

· an appreciation that no single organisation can effectively address harmful online behaviour.
	We’re looking for: 

· strategies on ‘how to be an Active Bystander’ if their child is a victim of harmful online behaviour

· applied strategies to prevent their child/ren being affected by or causing harm online
· role-modeling of safe online behavior.

	Suggested leading questions
	· What do you believe a respectful relationship is? 

· What is the impact of harmful online behaviour of young people, both immediately and consequently throughout their life?

· What is a successful digital citizen?
· Who is responsible to ensure children and young people are successful digital citizens?  

· What do you think are the best ways to ensure children and young people in our school community are successful digital citizens?
	· Which organisations and people endeavour to positively students' online behaviour? 

· What do these organisations /people do to address harmful online behaviour of students? 

· How do these organisations align with or differ from other organisations in addressing harmful online behaviour? 

· What would be a clear goal /project those organisations could collaborate or work together on in your school community? 

· What would be the barriers to collaboration and how could they be overcome?
	· What do you as parents and/or whānau believe a successful digital citizen is? 

· When are your children at risk from being a victim of harmful online behaviour?
· Who is responsible to prevent children being a victim of harmful online behaviour? 

· What conversations would you have with your child to prevent or respond to harmful online behaviour?

	Possible resources
	Community consultation
	Netsafe
New Zealand Police - local stations

Neighbourhood Support

	Information for parents
MOE Education for parents
Netsafe Staying Safe Online
ThinkUKnow parents centre

Police Cybersafety pamphlet (pdf)

www.cyberbullying.org.nz/parents
www.cybersmart.gov.au/Parents.aspx


	Ethos and Environment
	Policies
	Skilled and model staff
	Safety focused environment

	
	School management and governance develop and regularly review policies, procedures, and resources to focus on student safety as digital citizens.
	Teaching staff can confidently facilitate relevant and authentic safety education and how to respond if students report harmful online behaviour.
	Students are actively involved in making their school safer from harmful online behaviour. 

	Suggested target audience
	Principals and BOT
	Teaching staff
	Teaching staff and Principals

	Success criteria
	We’re looking for: 

· policies/procedures about preventing and responding to cyberbullying to be reviewed

· prevention activities (e.g. education) that reference harmful online behaviour to be implemented 

· resources to be made available to staff and students to promote successful digital citizenship.
	We’re looking for: 

· awareness of the impact of harmful online behaviour 

· following of the correct school procedures if there is a disclosure about harmful online behaviour
· knowledge of strategies on ‘how to be an Active Bystander’

· application of effective pedagogy in teaching and learning programmes about harmful online behavior.
	We’re looking for: 

· when anyone comes into the school environment they know and sense that the students are safe 
· examples of student-led initiatives that address harmful online behaviour.
· signage that clearly shows that this school is a student space where people care about each other

	Suggested leading questions
	· What policies and procedures around NAG 5 (a) are in place that reference harmful online behaviour and disclosures? 
· Do the reviewed policies provide clear procedures to prevent and respond to harmful online behaviour?

· Was there wide consultation on the reviewed policies/procedures? (E.g. including students, parents, Police)? If not, how could wider consultation occur?
· Are any parts of the procedures not being followed? If not, how could they be better followed?
	· Does harmful online behaviour impact on the learning capability of your students?

· What would you do if a student disclosed to you that they have been or are cyberbullied?

· In what ways is successful digital citizenship promoted around the school?
· What PLD would assist you to facilitate education for students about successful digital citizenship?
	· Have the students completed a CPTED project?
· What resources are allocated to ensure students are safe from harmful online behaviour in the school community (including EOTC activities)? Are students involved in prioritising resources? 

· Is there clear information (e.g. signs around the school, parent newsletters) where the expectations of safe online behaviour (both social and emotional) are promoted? Are students involved in making this information available?

	Possible resources
	MOE - Digital Technology: Safe and responsible use in schools
MOE - Bullying prevention and response: A guide for schools 

Netsafe - Digital citizenship policy 
Netsafe - Digital use agreements

	Information for teachers

Netsafe - Learn Guide Protect 

ThinkUKnow - Teachers
Netsafe - Cyberbullying for teachers
Commonsense education  - Teachers
	Netsafe - Students Responsible Use  Agreement
Netsafe - Growing Digital Citizens 




	Curriculum Teaching and Learning
	Ourself
	Our family / friends
	Our community

	
	Students taking action to look after themselves in unsafe situations
	Students taking action to create a safe situation when with people they know
	Students taking actions that leads to a safer community or place

	Learning intention
	Students are able to maintain their privacy, relationships and reputation online.
	Students are able to support friends and family to maintain their privacy, relationships and reputation online.
	Students are able to influence others about the importance of maintaining privacy, relationships and reputation online.

	Success criteria
	We’re looking for students who: 

· agree to follow the school's Responsible ICT Use Agreement
· determine how media impacts them, their friends and families, and their community 

· assess how good citizens navigate the digital world responsibly and respectfully

· understand terms and conditions of software before accepting  

· understand privacy settings on a range of social media

· understand permanency of online information and reputation, and implications of digital shadow

· understand the risks of sharing: photos, information, geo-locations, common hashtags, biometrics, and negative opinions about others

· understand the risks of trusting all online users, fine print (T&Cs), emails, websites, games, apps
· describe and agree to check: privacy settings in apps and gaming sites they use; strength of their passwords; info they share when registering 
· produce their own Responsible ICT Use Agreement that includes actions related to: opening emails (e.g viruses, malware, phishing); purchasing online games and clicking on ads; taking and sharing selfies; securing their devices).
	We’re looking for students with empathy, resiliency and effective bystander behavior, who: 

· understand the role online bystanders can play 

· develop their own Responsible ICT Use Agreement that includes action they will take to keep friends and family safe if they: receive a selfie; are tagged in an inappropriate / embarrassing photo; receive a post that puts down a friend or family member

· produce promotional material (e.g. brochure, poster, ad, blog comment) to describe to friends and family what to do to keep themselves safe online, with specific examples using mobiles, social networking and IM, apps, websites etc
· complete homework tasks that include conversations with parents/whānau about positive online behaviour.  
	We’re looking for students who: 

· prepare or critique the school's Responsible ICT Use Agreement from the perspective of preventing cyberbullying  and what to do if cyberbullying occurs

· promote how to reduce harmful online behaviour  e.g. by publicly displaying the impact of cyberbullying and communicating steps to take if someone becomes a victim, by raising awareness of online grooming

· promote how to keep information private e.g. locking  devices, creating strong passwords, limiting information shared, using encrypted sites, being wary of public wi-fi, multiple accounts, turning off geo-location
· promote what the law says about harmful online behaviour and write laws that could be in place to keep people safe while using the many great features of ICT

· are peer support leaders (in Years 12/13) who will speak at a Year 9/10 assembly about online safety 

· complete a CPTED project looking at the school physical environment and how it affect online safety.

	Possible teaching and learning experiences
	Lessons
NZ Police - Safety in cyberspace (Word)

OWLS wise words on privacy
Commonsense education 
	Video

Webrangers - students taking action

At a Distance - standing up to cyberbullying (relationship video)

Lets fight it together - cyberbullying (relationship video)

Tagged (reputation video)
	Procedures - guides
Responsible Use Agreement  - Netsafe
ThinkUKnow guides 

Growing Digital Citizens - Netsafe
	Organisations

Netsafe (NZ) 

ThinkUKnow (Australia)
ThinkUKnow(UK)

ChildNet hub (UK)

Cybersmart (Australia)


Curriculum, teaching and learning
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